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ABSTRACT: Sites like Big Basket strike a compromise between customer wants and
concerns about data privacy in their approach to online shopping customisation. By adapting
discounts, details, and product recommendations to each individual's preferences,
customization enhances the user experience in today's digital market. However, since this
personalization relies on gathering and analyzing data about consumers, significant privacy
and ethical issues arise. This article examines Big Basket's practices—including data
collection, recommendation engine development, and privacy protection—to demonstrate the
challenge of providing highly personalized shopping experiences while simultaneously
retaining consumers' confidence. In order to simplify personalization while safeguarding
privacy, the results demonstrate the necessity of transparent data regulations, user
authorization mechanisms, and data anonymization techniques. By demonstrating the
significance of maintaining a balance between user rights and corporate aims, the study aids
in comprehending the optimal approaches to personalizing e-commerce.
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1. INTRODUCTION

The way consumers research products, make purchases, and pay for them in the modern
digital market has been revolutionized by e-commerce, or online shopping. In an effort to
attract and retain consumers, companies such as Big Basket, Amazon, and Flipkart are
increasingly focusing on personalized experiences. By considering each customer's interests,
dislikes, previous purchases, and behavior, personalization makes marketing messages,
product suggestions, and shopping experiences more relevant to each individual. The goal of
e-commerce systems should be to improve consumer happiness, conversion rates, and loyalty
through the provision of tailored interfaces, rewards, and suggestions. Online purchasing is
extremely competitive, therefore personalization is considered as more than simply a
marketing tactic—it's a crucial technique to keep people interested.

One great advantage of personalization is that it may simplify and personalize the purchasing
experience for every consumer. To better understand their consumers' wants and needs, e-
commerce businesses can employ sophisticated data analytics, Al, and machine learning to
examine data such as online behaviors, purchases, and social media engagement. Big Basket
is one such app that streamlines grocery shopping by suggesting items to buy based on a
customer's eating habits and previous purchases. Generic product concepts and useless
marketing can bother and distract people, therefore they are looking for more personalized
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experiences. As a result of better meeting their specific requirements, customers report higher
levels of satisfaction and ease of use as a result of customization.

However, due to the increased degree of personalization, there are significant concerns over
data security and privacy. Collecting and analyzing user data on a large scale could expose
private information like location, payment details, and browsing history to misuse or
unauthorized access. Many individuals still feel uncomfortable sharing personal information
online due to concerns about security breaches and the potential commercial exploitation of
their data. Therefore, it is important for e-commerce platforms to strike a balance between
transparent and secure data handling practices and the use of client data to provide more
tailored experiences. A major issue in contemporary online shopping is the trade-off between
customer privacy and the ability to tailor their experience.

Consent, transparency, and data minimization are emphasized in legislative frameworks such
as the EU's General Data Protection Regulation (GDPR), India's Personal Data Protection
Bill, and other international regulations. In order to provide customers with more tailored
service and remain competitive, e-commerce enterprises must adhere to certain legal
regulations. To achieve this equilibrium, we need to implement novel approaches, such as
opt-in personalization features, data analysis that conceals data owners' identities, and
transparent data usage policies.

2. LITERATURE SURVEY

Vatsavayi, Chaitra. (2025): This study explores the potential of online retailers to offer
comprehensive, individualized services while ensuring customer privacy through the use of
Al-powered anonymization. It examines the "personalization privacy paradox,” or the
conflict between the desire for and fear of over-personalization in online interactions.
Important anonymization techniques such federated learning, data obfuscation, differential
privacy, and pseudonymization are examined and ranked in the study. It lays forth a strategy
for carrying out the plan by integrating the necessary technological frameworks, governance
mechanisms, and success measures. The paper demonstrates the efficacy of various privacy-
protecting techniques using real-life case studies. Additionally, it examines the efficacy of
various strategies in diverse retail environments. Finding a happy medium between
personalization and anonymity requires sophisticated algorithms and stringent organizational
regulations, as seen by the final outcomes. To generate trust while still allowing flexibility,
enterprises might adopt a user-focused control strategy and design Al with privacy in mind.
Finding this middle ground is critical to the ethical and sustainable development of online
trade, according to the study.

Sangeet. (2025): This study investigates the ethical dilemmas that arise from online
purchasing customisation, namely how businesses can meet the needs of their customers
without compromising their privacy or acting unfairly. Examining data ethics, algorithm
transparency, and potential unfair impacts, it thoroughly examines existing ways for
customization. The writers examine the tension that develops when the need to exploit
consumer data for targeted advertising coexists with stricter rules aimed at protecting
consumers' privacy. Problems with algorithmic prejudice, ambiguous Al systems, and
tracking for financial gain are the main points of the article. There should be transparent data
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governance policies, user authorization processes, and customisation frameworks that are
straightforward to grasp. Findings from the study provide credence to the idea that all types
of customers should be treated fairly when using personalization strategies. The article
proposes practical approaches to responsible personalization by analyzing regulatory
frameworks such as GDPR and new ethical norms. The authors propose a system that
integrates people-centered administration, ethical Al, and frequent checks in order to boost
confidence. The study found that in order for e-commerce to be a lasting trend, companies'
objectives should align with societal standards and government regulations.

Soni, Vishvesh (2024): Two issues arise when using Al in e-commerce, and this paper
examines both of them: the security of consumer data and the provision of highly tailored
marketing. It draws from a variety of sources, including surveys of consumers to gauge their
level of privacy concern and in-depth interviews with marketing professionals to get their
thoughts on the matter. The results reveal a glaring inconsistency: people appreciate targeted
marketing for its usefulness and convenience, but they are concerned about the exploitation
of their data, the lack of transparency, and the loss of control. In order to remain competitive,
marketers understand the importance of personalization. However, implementing robust
privacy measures without sacrificing customization can be challenging. According to the
research, gathering additional data isn't enough; personalization strategies should revolve
around trust and ethical considerations. Among the measures it endorses are transparent opt-
in and opt-out processes, open data governance standards, and increased individual agency
over one's own data. Also highly regarded are regulatory frameworks, which ensure that
firms check that their unique approaches adhere to modern data security requirements. The
research recommends a middle ground, customer-focused strategy that does not compromise
privacy in the sake of innovation if we want to see more trustworthy, long-term tailored
marketing.

Regvart, Damir (2024): The effects of stringent data privacy regulations on e-commerce,
specifically consumers' perceptions of security and their actions when shopping online, are
the subject of current research. This study examines the impact of national data laws on
individuals' willingness to disclose personal information, specifically focusing on the General
Data Protection Regulation (GDPR) and similar regulations in countries like Indonesia and
Malaysia. The authors investigate how companies might implement privacy-enhancing
technology and transparency initiatives to curb data collection without sacrificing
personalization capabilities. Customers are more inclined to engage with tailored digital
experiences if they feel secure providing personal information, hence they emphasize the
significance of gaining their trust. In order to keep data secure while yet allowing users to
personalize it, the report recommends a comprehensive approach that incorporates
administrative, legal, and technological measures. It states that online retailers should
prioritize data anonymization or acquire little data whenever feasible, and that their systems
should only gather the information that is necessary. In order to build a tailored and privacy-
focused retail environment, the study also considers the significance of getting customers'
permission, holding people accountable, and using robust encryption. Empirical research and
case studies demonstrate that the authors have succeeded in finding a solution that allows
consumers to enjoy tailored experiences while simultaneously protecting their privacy. Last
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but not least, the study offers practical recommendations for sustainable, lawful, and
business- and user-friendly e-commerce customization.

Sajjad, H. (2023): How online stores may provide shoppers with individualized service while
keeping their personal information secure is the focus of this research. There are two issues
that need to be addressed in order to make marketing more effective while still maintaining
users' confidence when watching and purchasing history is involved. The authors carefully
reviewed relevant literature and data privacy regulations, such as the CCPA and GDPR. Next,
they devised a system that integrates data minimization, anonymization, and consent-based
personalization. In an effort to strike a fair balance between practicality and ethics, the study
highlights advanced technologies such as federated learning and tailored private measures.
The authors also consider the ways in which opt-in dashboards and other forms of
transparency and control could increase confidence among readers. The study found that
personalization can increase revenue and strengthen ties with customers. The article
concludes with several recommendations for online retailers looking to improve the
legitimacy, customer-centricity, and trustworthiness of their personalization strategies.
Yang, B. (2023): This research delves into a novel approach to tailoring online shopping
recommendation systems to satisfy stringent data privacy regulations and provide highly
targeted recommendations. Instead of training models centrally, it proposes a "dual
personalization™ approach to federated learning, wherein each device trains its own
lightweight, user-specific models. While there is a privacy risk associated with sharing raw
data, this approach makes it easier to correct issues locally for objects and users alike.
Without compromising readers' privacy, the authors demonstrate how dual personalization
can satisfy consumers' insatiable demand for customization. They achieve this by providing
targeted recommendations while storing user information locally on the device. The
suggested solution not only safeguards privacy by design, but also outperforms centralized
systems in terms of suggestion quality when tested on benchmark datasets. In a data-driven
culture, the research suggests that federated dual personalization could help e-commerce
companies strike a compromise between customer privacy and tailored service.

Wei, L. & Xia, Z. (2022): This research delves at the effects of e-commerce personalization
on collaborative filtering, content-based filtering, and hybrid systems that employ big data
analytics and recommendation algorithms. Concerns regarding intrusive data harvesting from
buyers are also raised by an examination of the privacy hazards associated with gathering and
using large amounts of consumer data. A "privacy paradox™ is discussed in the study, when
individuals provide information in exchange for individualized experiences, despite their
concerns about privacy. According to the study's behavioral analysis, customisation can
substantially boost the chance of a purchase, but going overboard with customization can
have the opposite impact and cause customers to react. Giving users more control over their
personal information (e.g., opt-out choices and consent) and being transparent about data use
helps lessen mistrust, according to the report. In addition, the writers detail the ethical and
regulatory systems put in place to safeguard consumers' rights while allowing companies to
reap the benefits of customisation. The essay concludes by calling for additional studies on
the long-term effects of personalized approaches on consumer loyalty and the development of
privacy-preserving personalization strategies like differential privacy.
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consumer data are two issues that this essay examines from the perspective of e-commerce
companies. It goes into detail about how data analytics and Al enable personalization, which
in turn improves marketing ROI by catering to customers' unique preferences and behaviors.
Additionally, the article examines the concerns raised by this data use in relation to buyer
confidence, privacy breaches, and unauthorized access to information. For this reason, laws
and ethical data governance (such as the CCPA and GDPR) are crucial. Client engagement,
according to the authors, necessitates trust-building tactics including federated learning,
explicit consent processes, and anonymization. Additionally, their research demonstrates that
individuals are more inclined to divulge personal details when they perceive genuine benefit
in doing so and are cognizant of its intended use. Businesses can build rule-abiding and user-
centric "privacy-by-design" personalization strategies using the study's framework. Last but
not least, it demands additional empirical studies of consumer sentiment and the development
of new personalization tools that safeguard privacy.

Lin, C. (2021): This study models the strategic interaction between e-commerce sites and
users over privacy settings using evolutionary game theory. Concerns concerning platform
data mining, privacy, and the interplay between Al-driven incentives for tailored
recommendations and consumers are examined. The authors demonstrate how limited
reasoning and repetitive contacts can result in collaboration or exploitation by developing
evolutionarily stable strategies (ESS) that are applicable in different contexts. Their
simulations show that platforms with enticing rewards are better at getting users to divulge
sensitive details. However, platforms may resort to active data mining, which could damage
user trust, if technical costs rise too high or regulators fail to closely monitor the situation.
According to the report, a more reasonable approach would be to implement balanced
regulations that address both privacy concerns and the advantages of personalization rather
than relying on punitive fines. To keep people trusting Al, we need to make it more cost-
effective, develop reward mechanisms that work for platforms and users, and increase
oversight.

Priyanka & Siraj, S. (2021): It examines the nebulous relationship between consumers'
demand for personalization and their concerns about privacy in digital services. By gauging
the usefulness and ease of use of personalized online services, it examines how customers'
concerns about privacy and the quality of personalization impact their desire to utilize such
services. Based on their observations, the authors classify readers as either "Bureaucrats,"
"Artists," or "Scientists." Using k-means grouping to survey a sample of youths accomplishes
these aims. Perceived quality of personalization positively affects desire to utilize
personalized services, whilst privacy concerns negatively affect the opposite. In order to
address privacy concerns, the study examines how to enhance the quality of personalization.
Managers can also find guidance on how marketers can make customization systems more
approachable and transparent in order to foster trust.

3. TYPES OF CUSTOMER EXPECTATIONS

By observing the ways in which customers engage with you, you can discern the variations in
client expectations. You should be familiar with these five varieties.
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Explicit Expectations: An express intention occurs when a consumer communicates a
specific want to a company. These are typically disseminated by requests made directly,
feedback forms, or surveys. Companies can readily grasp these standards because they are
well-known to all.  Being explicit about your expectations can increase happiness and foster
trust. They may be dissatisfied and provide negative feedback if you choose to disregard
them. Companies should give serious consideration to these unique consumer preferences and
respond accordingly.

Implicit Expectations: Implicit expectations are the unspoken desires of a consumer when
they interact with a company. These requirements significantly impact the client's level of
satisfaction, even when they aren't explicitly stated. Observing people's habits and
preferences closely will help you comprehend their implicit assumptions. Companies should
take the time to foresee these demands if they want to enhance the experience overall. A tiny
sense of unhappiness may wash over you if you disregard implicit standards. In order to learn
people's true desires, businesses frequently employ analytics and customer journey mapping.
Interpersonal Expectations: Interpersonal standards in customer service primarily concern
the nature of the interactions between individuals. When interacting with a company's
employees or support teams, customers anticipate courteous, sympathetic, and problem-
solving language. Having good social skills makes it much simpler to gain people's trust and
allegiance. Failure to meet customer expectations could lead them to feel unappreciated.
These assumptions have a significant role in shaping people's perceptions of service quality.
The best way for employees to learn how to be courteous and articulate is from their bosses.
Digital Expectations: People have digital expectations when it comes to events that are
enhanced through technology and have an online presence. Websites, applications, and online
services are digital tools that people rely on, and they expect them to be fast, easy, and
intuitive. Customer annoyance and disinterest can be swiftly caused by ineffective digital
behavior. To get there, you gotta keep an eye out for new innovation and see if it works for
you. It is crucial for businesses to provide continuous and efficient digital interactions. This
involves ensuring that transactions are secure, having a design that is straightforward to use,
and having a user-friendly interface.

Dynamic Performance Expectations: Adaptability and the capacity to fulfill the evolving
demands of consumers are correlated with performance criteria that evolve over time.
Products and services are anticipated to adapt to meet the evolving demands of consumers
and the market. In order to maintain their relevance, organizations must be inventive and
adaptable. Constant development and enhancement are required to fulfill these demands.
Businesses risk losing consumers and credibility if they don't adapt to changing market

@ @@ Page | 86


http://www.ardjournal.com/
https://doi.org/10.5281/zenodo.19625184

Advanced Research and Development Joarnal

ISSN: 3139-1281]| Volume 2 Issue 2 | April-June 2026 | ARD-008
www.ardjournal.com | DOI: https://doi.org/10.5281/zenodo.19625800

conditions. Businesses can better respond to evolving consumer demands if they closely
monitor industry trends and critical performance indicators.

4. STRATEGIES FOR BALANCING CUSTOMER EXPECTATIONS

AND DATA PRIVACY IN PERSONALIZATION
Transparent Data Collection: It is important for online stores to be transparent about the
data they get from their consumers and how they plan to use it. Honesty and openness
establish trust and provide practical guidelines for improvement. If customers believe their
information will improve their experience, they are more inclined to provide it. With well-
defined privacy policies and timely alerts, everything is crystal plain. The likelihood of
government fines and dissatisfied clients is reduced with transparency as well. Good data
standards and personalization are compatible with this approach.

Usoof Dot
Personalization Minimization
—

Customer Consent and Control: It is critical to obtain explicit consent before using data in
order to ensure a decent balance between privacy and personalization. Everyone should have
complete control over their data and be able to revoke their consent at any moment. Giving
people a lot of say, like picking which opinions to record, increases trust. Online
marketplaces can safeguard their customers’ personal information by implementing
permission control solutions. Companies are able to provide better experiences to customers
since this empowers them. It lessens the likelihood of legal issues stemming from
inappropriate data usage as well.

Data Minimization: Avoid collecting unnecessary data and instead collect just the
information necessary to provide a personal touch to any given situation. In addition to
reassuring their privacy concerns, this demonstrates that you comprehend the client's
limitations. The likelihood of security breaches decreases as the amount of data collected
decreases. Online stores can keep up a high level of personalization without going overboard
if they zero in on the essentials. When consumers' data is stored for the bare minimum time
necessary, it gives them peace of mind. Data reduction facilitates the discovery of the sweet
spot between value and privacy protection.

Ethical Use of Personalization: To avoid invading people's privacy, personalization should
serve a purpose without being intrusive. Never steal someone else's information or use
deceitful tactics without their consent. It is important for people to perceive advice as helpful
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rather than imposing. Embracing ethical business practices enhances a company's reputation
and encourages consumer loyalty. This combination demonstrates your concern for privacy
while simultaneously enhancing the purchasing experience. Responsible personalization is an
excellent practice and a fundamental principle.

Regular Privacy Audits and Feedback Loops: We regularly review our privacy policies
and personalization strategies to ensure they continue to fulfill the needs of our customers. By
listening to customer input, businesses can adjust their approach to better meet customer
needs. Organizational inefficiencies and potential privacy violations can be discovered
through regular audits. The likelihood of legal issues and damage to the organization's
reputation can be mitigated through proactive oversight. Customers' opinions improve the
efficacy of customisation and foster confidence. It promotes accountability and customer-
centric design.

5. DATA ANALYSIS AND INTERPRETATION
TABLE 1: CUSTOMER PREFERENCES FOR PERSONALIZATION OPTIONS AT
BIGBASKET

. Percentage of Satisfaction
Personalization Feature .
Users Preferring | Score (1-10)
Product recommendations 82% 8.7
Personalized discounts 78% 9.1
Order reminders / replenishment alerts 66% 8

Location-based delivery slot suggestions 59% 7.2

Personalized homepage 45% 6.8
100:0%
DI
B
T
B
S04
A%
30:0%
20405
10000
0%

Product Personalized  Order reminders / Location-based Personalized
recommendations discounts replenishment delivery slat homepage
alerts 5LIEEC5[i-3I'|5

INTERPRETATION: The results show that the aspects that individuals enjoy and find most
satisfying are personalized bargains and product suggestions. A lack of enthusiasm or
contentment with personalized homepages indicates room for growth in terms of user
experience design. Alternatively, location-based slot suggestions and refill reminders are
features that are generally well-received.
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TABLE 2: PERCEPTION OF DATA PRIVACY RISKS

Privacy Concern % of Users | Impact on Risk

Concerned | Trust (1-10) | Level

Misuse of personal information 72% 8.5 High

Sharing data with third parties 68% 8.2 High
Payment details security 61% 7.9 Medium
Excessive data collection 55% 7.5 Medium

Tracking browsing behavior 49% 6.8 Low

9
8

Misuse of Sharing data
personal withthird details security collection

information parties

Payment

Excessive data

900%
00% |
700% -+
600% |
500% |
400% |
300%
200%
100% -+
0%

Tracking
browsing

behavior

INTERPRETATION: People are understandably wary about disclosing
information to untrusted parties and having it used for malicious purposes, according to the
statistics. Despite widespread belief to the contrary, concerns regarding payment security and
data collection have significant implications for activities such as tracking users' online

movements.

personal

TABLE 3: CATEGORIES OF DATA COLLECTED BY BIGBASKET VS.

CUSTOMER ACCEPTANCE

Type of Data Collected

Accepted by
Customers (%)

Used for

Personalization

Basic Identity Data 92% Yes
Purchase & order history 88% Yes
Location & address 74% Yes
Browsing & clickstream 56% Partially
Behavioral & preference data 53% Yes
Financial & payment method 49% No

©N0R

NC

Page | 89


http://www.ardjournal.com/
https://doi.org/10.5281/zenodo.19625184

| ARD

N joumnaL AN

Advanced Research and Development Journal

ISSN: 3139-1281]| Volume 2 Issue 2 | April-June 2026 | ARD-008

www.ardjournal.com | DOI: https://doi.org/10.5281/zenodo.19625800

Identity Data order history

u I
.v' D 1
o] -
0%

Basic

Purchase & Location& Browsing & Behavioral & Financial &

address

clickstream preference

data

payment
method

INTERPRETATION: Simple demographic details and purchase history seem to elicit the
most openness from consumers. Customization is the usual use case for this data. It appears
that consumers are only willing to divulge so much personal information; the rapid rejection
of financial data and surfing patterns is evidence of this. This highlights the significance of
being transparent about the value exchange when gathering an increasing amount of personal

data.
TABLE 4: IMPACT OF PERSONALIZATION ON SALES CONVERSION AT
BIGBASKET
Customer Conversion Conversion Imorovernent
Seament Rate Without Rate With P (%)
g Personalization | Personalization 0
Frequent 18% 32% 77.80%
shoppers
Monthly buyers 11% 21% 90.90%
New users 6% 12% 100%
App-only users 10% 19% 90%
Web-only users 7% 13% 85.70%
120%
100% |
B0%
0%
40% +
0%
0%
Frequent Monthly Mew users  App-only users  Web-only
shoppers buyers USErS
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INTERPRETATION: Conversion rates for all consumers are substantially increased by
personalization, but new users see a fourfold increase. Customers that use our services on a
monthly or even more frequent basis also reap substantial benefits, demonstrating that
tailored experiences significantly impact user engagement and purchase decisions across all
user segments.

TABLE 5: EFFECT OF TRANSPARENCY POLICIES ON CUSTOMER TRUST

. L Before After
Policy Initiative Implemented . . 0
by BigBasket Implementation Implementation %o Change
y Trust Score Trust Score
Clear data usage explanation 6.2 8.1 30%
Easy data opt-in/opt-out options 6.5 8.5 30.80%
End-to-end payment encryption 71 8.8 24%
upgrade
No third-party sharing policy 6.9 9 30.40%
Regular security audits 7.4 9.2 24.30%
10
9
8
7
6
5
4
3
2
1
0 T T T T 1
Cleardata  Easydata opt- End-to-end Nothird-party Regular
usage in/opt-out payment sharing policy security audits
explanation options encryption
upgrade

INTERPRETATION: Users were considerably more comfortable with rules that prioritized
their independence and transparency, such as those that allowed them to fully disclose the
usage of their data and included opt-in/opt-out procedures. By emphasizing the significance
of offering both technological safeguards and privacy assurances to establish customer
confidence, regular audits and improved encryption were employed to further increase trust.

6. CONCLUSION
Businesses now have a formidable challenge in striking a balance between data privacy and
e-commerce personalization. Even though customers are becoming more conscious of the
data collection and usage practices, they continue to desire personalized experiences.
Companies that make good use of data see an uptick in participation, revenue, and brand
loyalty. Conversely, businesses risk damaging their reputation and losing customers' trust if
they misuse or go beyond with their data. In order to maintain your consumers' trust, it is

Page | 91



http://www.ardjournal.com/
https://doi.org/10.5281/zenodo.19625184

Advanced Research and Development Joarnal

ISSN: 3139-1281]| Volume 2 Issue 2 | April-June 2026 | ARD-008
www.ardjournal.com | DOI: https://doi.org/10.5281/zenodo.19625800

crucial to be transparent about the data collection process, obtain their consent beforehand,
and preserve the data securely. Properly implemented, cutting-edge tech like Al and ML have
the potential to make things more intimate while simultaneously preserving privacy. Finding
the sweet spot requires constant vigilance over regulatory compliance and a penchant for
surveying patrons for feedback. Companies should choose practical solutions above those
that are overly invasive. Building trust with clients can be achieved by providing them with
knowledge about how their information will be utilized. When done right, personalization can
safeguard consumers' privacy without sacrificing their experience. This strategy can help e-
commerce platforms achieve consistent growth while also satisfying their customers.
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